
Internal Controls



Internal Control Submissions

Å²Ƙȅ ŀƭƭ ǘƘŜǎŜ ǎǳōƳƛǎǎƛƻƴǎ ŀƴȅǿŀȅΧΦΦ

ÅLet us go back to the Green Book, and look at 
some quotes relating to documentation:

Åά5ƻŎǳƳŜƴǘŀǘƛƻƴ ƛǎ ŀ necessary part of an effective 
ƛƴǘŜǊƴŀƭ ŎƻƴǘǊƻƭ ǎȅǎǘŜƳΦέ

Åά5ƻŎǳƳŜƴǘŀǘƛƻƴ is required for the effective 
design, implementation, and operating 
effectiveness ƻŦ ŀƴ ŜƴǘƛǘȅΩǎ ƛƴǘŜǊƴŀƭ ŎƻƴǘǊƻƭ ǎȅǎǘŜƳΦέ



More on Minimum Documentation

The Green Book includes minimum documentation 
requirements as follows:

ÅάaŀƴŀƎŜƳŜƴǘ develops and maintains 
documentation ƻŦ ƛǘǎ ƛƴǘŜǊƴŀƭ ŎƻƴǘǊƻƭ ǎȅǎǘŜƳΦέ 

ÅάaŀƴŀƎŜƳŜƴǘ documents in policies the internal 
ŎƻƴǘǊƻƭ ǊŜǎǇƻƴǎƛōƛƭƛǘƛŜǎ ƻŦ ǘƘŜ ƻǊƎŀƴƛȊŀǘƛƻƴΦέ 

ÅάaŀƴŀƎŜƳŜƴǘ evaluates and documents the results 
of ongoing monitoring and separate evaluations to 
ƛŘŜƴǘƛŦȅ ƛƴǘŜǊƴŀƭ ŎƻƴǘǊƻƭ ƛǎǎǳŜǎΦέ



bƻǿ .ŀŎƪ ǘƻ hǊƎŀƴƛȊŀǘƛƻƴ {ǳōƳƛǎǎƛƻƴǎΧ

ÅAll of those steps in Onspring help to satisfy the 
Green Book minimum documentation standards 
ŀǎ ƛǘ ΧΦΦ

ÅDocuments internal controls currently in place. 

ÅDocuments areas of potential risk for control 
activities not currently in place.

ÅContains graphs/charts to visually show certain 
aspects of internal controls.

Therefore, it is important to have accurate 
information in Onspring.



Onspring Submissions



Onspring Reminder

ÅSAO brought in prior year answers, for both:

ÅRisk Assessment/Control Activity

ÅControl Environment

ÅThen prior to CFO certification, Organization was 
to review and update Onspring information as 
necessary.

ÅHowever, SAO found numerous areas that had not 
been updated from the original information 
brought in to Onspring.



Common Updates Needed

1. Risk Ratings and Justifications:
ÅLikelihood, impact, inherent risk justifications still including 

control activities
ÅAlso, this could inappropriately lower risk rating

ÁRisk ratings not supported by risk justification

Remember risk justification should explain the risk rating level 
assigned and should not include control activities.

Specific Risk Examples* Likelihood Likelihood Justification

Recording - Cash (e.g. credit card, lockbox collections, cash on hand, 

LGIP, investments, etc.) is not recorded in the correct chartfields in the 

accounting records. High

Bank reconciliation is performed on a daily basis related to revenue 

collections to ensure cash is properly recorded and received.

Recording - Revenues are not all included in the accounting records.High Bank reconciliation not being performed

Reporting - Cash and Deposits Form: - fund, amounts and account 

codes, etc. reported do not agree with accounting records and/or 

supporting documentation Low

Likelihood is low due to bank reconciliations are completed before 

submission; the report is reviewed by the Accounting Director and 

approved by the CFO.



Common Updates Needed

1. Risk Ratings and Justifications:

ÅJustification not provided for N/A responses

Specific Risk Examples* Likelihood Likelihood Justification Impact Impact Justification

Reporting - Long-term Liabilities Form: - appropriate research not done 

to include all needed items N/A ... N/A ΧΦ

Recording - Debt (e.g. items owed that have a payment schedule, 

interest rate, etc.) is not all included in the accounting records. N/A N/A - no debt N/A N/A



Common Updates Needed

1. Risk Ratings and Justifications:

ÅRisk rating not correlating to other risk ratings

In this example, would expect risk ratings to all be N/A or only 
High/Medium/Low ratings (not N/A).



Common Updates Needed

1. Risk Ratings and Justifications:

ÅResidual Risk ratings low, however, key control activities 
utilized answered No

Remember residual risk is the risk remaining after 
management's response (or consideration of internal controls)



Guidance Reminder

Remember there is internal control guidance on 
{!hΩǎ ǿŜōǎƛǘŜΥ 
Åhttps://sao.georgia.gov/policies-and-procedures/internal-

controls

https://sao.georgia.gov/policies-and-procedures/internal-controls


Guidance Reminder

Risk Assessment Guidance:



Common Updates Needed

2. Control Activity Utilized:
ÅRisk ratings and justifications are N/A, however, control 

activity utilized has No or Yes answers

Most likely the control utilized should have been answered as 
N/A

Risk Ratings



Common Updates Needed

2. Control Activity Utilized:

ÅControl activity details are blank, however, control activity 
utilized has Yes answers
ÁControl activity details is now a mandatory field



Common Updates Needed

2. Control Activity Utilized:

ÅControl activity utilized answered No, however, control activity 
details are listed



Common Updates Needed

3. Certification step not done

{ǘŜǇǎ ŦǊƻƳ hƴǎǇǊƛƴƎ ¦ǎŜǊΩǎ ƎǳƛŘŜ ƻƴ {!hΩǎ ǿŜōǎƛǘŜΥ 
https://sao.georgia.gov/policies-and-procedures/internal-controls



Control Activities Utilized



Control Activity Utilized No?

Now let us look at certain key control activities, 
ǊŜǇƻǊǘŜŘ ŀǎ ƴƻǘ ƛƴ ǇƭŀŎŜΣ ōǳǘ ǘƘŜȅ ŀǊŜ ƛƳǇƻǊǘŀƴǘΧΦΦ

ÅReconciliations between bank and accounting record 
balances are performed accurately and timely (at least 
30 days of month end).
Å61 Agencies have 325 risk steps where this is No for control utilized



Control Activity Utilized No?

What risk steps do not have reconciliations between 
ōŀƴƪ ŀƴŘ ŀŎŎƻǳƴǘƛƴƎ ǊŜŎƻǊŘǎ ƛƴ ǇƭŀŎŜΧΦΦ



Control Activity Utilized No?

ÅReconciliation between State Organizations of 
amounts due to and from other State Organizations. 
(at least prior to year end)
Å67 Agencies have 181 risk steps where this is No for control utilized

These amounts are eliminated for CAFR reporting, so important the 
amounts are in agreement.



Control Activity Utilized No?

ÅReconciliations between State allotment receivable 
and State Treasury Account performed accurately and 
timely (at least 30 days of month end).
Å64 Agencies have 180 risk steps where this is No for control utilized



Control Activity Utilized No?

Å Reconciliations between SEFA webportal and accounting records 
and/or supporting documentation are performed accurately and 
timely (before submission to SAO). Includes agreement of amounts 
fund sources, etc.

Å64 Agencies have 342 risk steps where this is No for control utilized



Control Activity Utilized No?

ÅReconciliations between beginning fund balance 
recorded and the previous year's final ending fund 
balance amount are performed and any necessary 
adjustment (prior to year-end).
Å56 Agencies have 192 risk steps where this is No for control utilized

Accounting records must start where prior year left off.



Reconciliations

ÅRemember reconciliations are a key detective control 
for many risk areas, as they identify errors, 
misstatement, theft, etc.

ÅIf the answer actually is No, do other yes control activity steps 
provide mitigating controls to offset this No?

ÅShould the process be changed to implement this key control 
activity?

ÅhwΧŎƻƴǎƛŘŜǊ ǎƘƻǳƭŘ ǘƘŜ ŎƻƴǘǊƻƭ ŀŎǘƛǾƛǘȅ ǳǘƛƭƛȊŜŘ 
answer really be:

ÅNo 

ÅNot Applicable

ÅYes (and it just was not updated)



Control Activity Utilized No?

ÅSegregation of duties such that one person can not do 
all of these duties: enter voucher/purchase order, 
enter receipt of goods, approve purchase/invoice, and 
approve payment.
Å72 Agencies have 638 risk steps where this is No for control utilized



Control Activity Utilized No?

ÅSegregation of duties such that one person can not do 
all of these duties: record the entries or adjustments 
in to the accounting system, have access to the 
money/bank account and perform bank 
reconciliations.
Å70 Agencies have 361 risk steps where this is No for control utilized



Segregation of Duties

ÅRemember segregation of duties is a key preventive 
control for many risk areas, to help reduce errors, 
misstatement, theft, fraud, etc.

ÅIf the answer actually is No, what other mitigating control is in 
place?

ÅShould the process be changed to implement this key control 
activity?

ÅhwΧ ŎƻƴǎƛŘŜǊ ǎƘƻǳƭŘ ǘƘŜ ŎƻƴǘǊƻƭ ŀŎǘƛǾƛǘȅ ǳǘƛƭƛȊŜŘ 
answer really be:

ÅNo 

ÅNot Applicable

ÅYes (and it just was not updated)



Control Activity Utilized No?

ÅManagement reviews reconciliations (before 
submission to SAO) to ensure they are being 
performed timely and accurately. 
Å82 Agencies have 3,255 risk steps where this is No for control 

utilized



Management Oversight

ÅRemember management is directly responsible for all 
activities of an organization, including the design, 
implementation, and operating effectiveness of an 
ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ ƛƴǘŜǊƴŀƭ ŎƻƴǘǊƻƭ ǎȅǎǘŜƳΦ
Å If the answer actually is No, what other mitigating control is in 

place?

ÅShould the process be changed to implement this key control 
activity?

ÅhwΧ ŎƻƴǎƛŘŜǊ ǎƘƻǳƭŘ ǘƘŜ ŎƻƴǘǊƻƭ ŀŎǘƛǾƛǘȅ ǳǘƛƭƛȊŜŘ ŀƴǎǿŜǊ 
really be:
ÅNo 

ÅNot Applicable

ÅYes (and it just was not updated)



Monitoring



How to Monitor in Onspring 

ÅOnspring data and reports are accessible all year, to 
ƘŜƭǇ ƳƻƴƛǘƻǊ ȅƻǳǊ hǊƎŀƴƛȊŀǘƛƻƴΩǎ ƛƴǘŜǊƴŀƭ ŎƻƴǘǊƻƭ 
system.
ÅReview high or medium risk areas and ensure all control activities 

are being utilized for that risk area (via Onspring heat map)

ÅReview for control utilized No answers and consider implementing 
missing control activity (via Onspring report or new pie chart)

ÅReview high or medium residual risk areas and consider 
implementing necessary control activities (via Onspring bar graph)

ÅTest control utilized Yes answers to ensure control activity is 
operating as designed (via Onspring report) 



Risk Likelihood/Impact report

ά5Ǌƛƭƭ-Řƻǿƴέ ƛƴ ǊŜŘ ƻǊ ƻǊŀƴƎŜ ŀǊŜŀǎΣ ŀƴŘ ƭƻƻƪ ŦƻǊ 
ways to reduce risk to green (lower risk level).



Control Activity Library report

Review control activities with no answers, and 
consider implementing these control activities to 
reduce risks.



Control Activity Utilized Pie Chart

Review control activities with no answers, and consider 
implementing these control activities to reduce risks.



Reporting ςResidual Risk report

ά5Ǌƛƭƭ-Řƻǿƴέ ŦƻǊ ǎǘŜǇǎ ǿƛǘƘ ƘƛƎƘ ǊŜǎƛŘǳŀƭ ǊƛǎƪΣ ŀƴŘ ŎƻƴǎƛŘŜǊ 
implementing additional control activities to reduce to 
medium or low.


